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October 8, 2010

Important Security and Protection Notification.
Pleasc read this entire leder.

Dear

| am writing to inform you that the Corporation for National and Community Service has discovered and

corrected access vulnerabilities in the MyAmeriCorps portal website that may have created the potential
far others to view personal information of program applicants and participants. We value the privacy of

your personal information and are implementing measures ta ensure this does not happen again.

The vulinerabilities would not have caused your personal information to be exposad in the normal
operation of the portal. Rather, someone would have had to manipulate the web URL, or know your
unigue log-in name and use a specific technique to bypass the required password. If this occurred,

- personatiTormation that you entered Tto he system pofentialiy ¢Ould Have been seen. For exampie,
your name, address, and last four digits of your social security number, or full social security number if
yau received a3 W2 or 1099, may have been viewed. Please log into your MyAmeriCorps portal account
if you want to review the information you greviously provided.

To ensure the highest degree of care and caution, we are offering you the opportunity to enroll in a
one-year membership in Triple Alert™ credit monitoring and identity theft insurance program from
Consumerinfo.com Inc. an Experian® company. Enrolling in the program will not hurt your credit score
and is provided to you at no cost. To envoll, please visit the website listed below or call (B66)
578-5413. You can also call this number if you have guestions or need additional information. The
number will be staffed Monday — Friday from 9am to 9pm Eastern and Saturday — Sunday from 11am to
8pm Eastern, '

Enroliment Web Site: http.//partner. consumerinto.com/cncs
Your Activation Code:
You Must Enroll By; January §, 2011

Membership in the program includes the following services:

= Daily monitoring and alerts of any key changes to your credit reports—so you know when there is
any activity that you should be made aware of such as notification on new inquiries, newly opened
accounts, delinquencies, public records or address changes;

» Toll-free access to a dedicated team of fraud resolution representatives who will help you
investigate each incident; contact credit grantors to dispute charges, close accounts if need be, and
compile documents; and contact all relevant government agencles; and
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e $25,000in identity theft insurance coverage for certain identity theft expenses. Coverage is hmited
to $10,000 for New York state rasidents and is not available in U.S. overseas Commonwealth or
Territaries (i e. Puerto Rico).

we apologize for this incident and any inconvenience that it may cause you, We are working diligently
to strengthen and ensure the security of our computer systems. Please know that we value the trust
you have placed in us and your commitment to national service.

Again, if you have any questions or would like to enrcll by phone, please call (B66) 578-5413.

Sincerely,

Relbuk Velins®.

Robert Velasco, Il
Chief Operating Officer
Corporation for National and Community Service

FREQUENTLY ASKED QUESTIONS

Why did | receive this letter?
You received tha lottar bacause yaur applied for or participated in an AmeriCorps program, including
State and National, VISTA, or NCCC, and have records in our system.

How will | know if my information has been used fraudulently? What should | do to protect myself?
Participating in a credit monitoring program can help you determine if your information has been
misused and protect you in the future. We will provide you with a one-year membership in a credit
monitoring program at no_cost to you. You can enrolf in this program by calling (866) 578-5413.

How do | knaw it my W2 or 1099 was exposed and what is the level of risk if it was?

If your living allawance was not paid by the Corporation and you did not receive a W2 or 1039 from us, it
was not part of the persanal file that potentially could have been viewed. You can check what
infarmation is part of your personal file by logging in to the MyAmeriCorps portal. The W2 and 1099
include your social security number and may contain other personal information. If you are concerned,
please call (B66) 578-5413 to enroll in the free credit monitaring program.,

What steps is the Corporation for National and Community Setvice taking to make sure this doesn’t
happen again?

We are working diligently ta strengthen and ensure the security of our computer system. A systems
security engineer will oversee ongoing monitoring and updating of our IT systems, including thorough
testing to guard against vuingrabilities.

How can { get more information?
You can get mare infarmation by calling (866) 578-5413 or by viewing 3 more extensive list of frequently
asked questions on the CNCS website at www nationalservice.gav.
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